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ABSTRACT: 

 Enabling cryptographically enforced access controls for data hosted in 

untrusted cloud is attractive for many users and organizations. However, designing 

efficient cryptographically enforced dynamic access control system in the cloud is 

still challenging. In this paper, we propose Crypt-DAC, a system that provides 

practical cryptographic enforcement of dynamic access control. Crypt-DAC 

revokes access permissions by delegating the cloud to up dateen crypted data. In 

Crypt-DAC ,afileisen crypted by a symmetric key list which records a file key and 

a sequence of revocation keys. In each revocation, a dedicated administrator 

uploads a new revocation key to the cloud and requests it to encrypt the file with a 

new layer of encryption and update the encrypted key list accordingly. Crypt-DAC 

proposes three key techniques to constrain the size of key list and encryption 

layers. As a result, Crypt-DAC enforces dynamic access control that provides 

efficiency, as it does not require expensive decryption/re-encryption and 

uploading/re-uploading of large data at the administrator side, and security, as it 

immediately revokes access permissions. We use formalization framework and 

system implementation to demonstrate the security and efficiency of our 

construction. 

 

 

 



 

 

SYSTEM REQUIREMENTS:  

HARDWARE REQUIREMENTS:   

• System : Pentium i3 Processor.  

• Hard Disk : 500 GB.  

• Monitor : 15’’ LED  

• Input Devices : Keyboard, Mouse  

• Ram : 4 GB  

SOFTWARE REQUIREMENTS:   

• Operating system : Windows 10.  

• Coding Language : Java 

• Web Framework : Flask  
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