PP-CSA: A Privacy-Preserving Cloud Storage
Auditing Scheme for Data Sharing

ABSTRACT:

Data sharing is one important service provided by cloud storage. In order to
share data conveniently and securely, Shen et al. proposed a cloud storage auditing
scheme for data sharing, which uses the sanitize able signature to hide sensitive
information. However, it may cause unauthorized access to the data, since anyone
can access the data stored on the cloud server. This article proposes a privacy-
preserving cloud storage auditing (PP-CSA) scheme for data sharing,where only
authorized users can access the data. Furthermore, PP-CSA adopts the Diffie—
Hellman protocol to avoid the secure channel between the data owner and the
sanitizer. Finally, the security analysis and the experimental results prove that the

security and efficiency of PP-CSA can be accepted.
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