Detecting Suspicious File Migration or

Replication in the Cloud

ABSTRACT:

There has been a prolific rise in the popularity of cloudstorage in recent
years. While cloud storage offers many advantagessuch as flexibility and
convenience, users are typically unable to tellor control the actual locations of their
data. This limitation may affectusers’ confidence and trust in the storage provider,
or even rendercloud unsuitable for storing data with strict location requirements.
Toaddress this issue, we propose a system called LAST-HDFS whichintegrates
Location-Aware Storage Technique (LAST) into the opensource Hadoop
Distributed File System (HDFS). The LAST-HDFS system enforces location-
aware file allocations and continuously monitorsfile transfers to detect potentially
illegal transfers in the cloud. Illegaltransfers here refer to attempts to move
sensitive data outside the(’legal”) boundaries specified by the file owner and its
policies. Ourunderlying algorithms model file transfers among nodes as a
weightedgraph, and maximize the probability of storing data items of similar
privacy preferences in the same region. We equip each cloud node with asocket
monitor that is capable of monitoring the real-time communicationamong cloud
nodes. Based on the real-time data transfer informationcaptured by the socket
monitors, our system calculates the probabilityof a given transfer to be illegal. We
have implemented our proposedframework and carried out an extensive
experimental evaluation in alarge-scale real cloud environment to demonstrate the

effectiveness andefficiency of our proposed system.



SYSTEM REQUIREMENTS:

HARDWARE REQUIREMENTS:

* System : Pentium 13 Processor.

* Hard Disk : 500 GB.

* Monitor : 15> LED

* Input Devices : Keyboard, Mouse

* Ram:4 GB

SOFTWARE REQUIREMENTS:

* Operating system : Windows 10.
* Coding Language : Java

* Web Framework : Flask
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