An Efficient Ciphertext Index RetrievalScheme Based

on Edge Computing Framework

ABSTRACT:

With the rapid development of mobile applications, more and more traffic is
generated at thenetwork’s edge and forwarded between many users. The explosive
growth of network traffic has imposedmassive pressure on traditional network
architectures. At the same time, users have increasing data securityrequirements
because of frequent data breaches. Mobile edge storage is an emerging computing
frameworkthat ensures users enjoy a high quality of experience when they access
cloud services and is graduallybecoming the key technology to solve the above
problems. In this paper, by exploiting searchable encryptionand cooperative edge
computing, we proposed an efficient ciphertext index retrieval scheme to tackle
threeissues simultaneously in a secure and efficient data search service scenario:
(1) reducing data transportationlatency to improve mobile user’s quality of
experience; (2) mitigating data traffic pressure on the backbonenetwork; (3)
guaranteeing the security of the data when users search data in the edge network.
Simulationresults show that our scheme can save about 80% of backbone network
traffic than the traditional cloudcomputing scheme. It can also reduce network

latency by approximately 30% for users.
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